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80% of mobile devices are Android devices



Number of Mobile Devices Worldwide from 2020 to 2025 (in billions) 
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18,2217,7216,815,96
14,9114,280% of mobile devices are Android devices

Current World Population is 8 billions
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Although the vastness of proposed tools, we noticed 
a lack of empirical evaluation on the real capability 

of these static analysis tools to detect vulnerabilities
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RQ2 - What are the capabilities of existing automated static 
analysis tools in terms of mobile app analyzability, frequency of 

detection, and complementarity among them?

RQ1 - What are the vulnerability types identified by existing 
automated static analysis tools for mobile apps?

Research Questions
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How did we address the RQs?

For the first RQ, we manually extracted a taxonomy of risks
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How did we address the RQs?

For the second RQ, we analyzed the tools from a qualitative 
point of view by analyzing the frequencies of risk detection 

and the complementarity among them
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For the first RQ, we manually extracted a taxonomy of risks
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RQ2 - What are the capabilities of existing automated static 
analysis tools in terms of mobile app analyzability, frequency of 

detection, and complementarity among them?

RQ1 - What are the vulnerability types identified by existing 
automated static analysis tools for mobile apps?
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These tools support developers with identifying  
11 high-level and 41 low-level vulnerability categories
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Most of the vulnerabilities found refer to 
Insecure Communication, Insecure Manifest, 

External Resources, and Privacy
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These tools support developers with identifying  
11 high-level and 41 low-level vulnerability categories



Category Tools
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Key findings of RQ1 - Vulnerabilities Identified by Tools
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These tools only partially cover 
the top-10 risks by OWASP
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Research Questions
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RQ1 - What are the vulnerability types identified by existing 
automated static analysis tools for mobile apps?

RQ2 - What are the capabilities of existing automated static 
analysis tools in terms of mobile app analyzability, frequency of 

detection, and complementarity among them?
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Androbugs and Insider fail in 20% of the cases, 
while, Trueseeing fails in 25% of the cases

These tools typically fail due to misconfiguration and 
wrong dependencies usage
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Developers require an external webpage and 
a malicious user could inject malicious code 
using JavaScript malicious components 
inside the webpage

WebView

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?
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Androbugs
WebView
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In almost 50% of the cases, the tools identified ‘Web View’ 
and ‘SSL Security’ vulnerabilities: these pertain to the 
‘External Resources’ and ‘Insecure Communication’ 

categories of the taxonomy

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?

32



Detect Logging
Detect URL

Detect Possible FQDN
Detect Library

Detect Format String
Cyptographic Constants
Detect Path Component

Open Permission
Detect Possible IPV4 Address

Manipulable Broadcast Reveiver

Frequency of Detection
0 150.000 300.000 450.000 600.000

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?

Trueeseeing
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RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?

    if (verifyUsername(username) && verifyPassword(password)) { 

        loginOK(); 
        logger.log(Level.INFO, "Username: " + username); 
        logger.log(Level.INFO, "Password: " + password); 
    }

Detect Logging file
Developers could accidentally write 
sensitive information in a log file, and an 
attacker could identify these information 
to try an attack
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Almost 39% of the vulnerabilities found by the tools are 
connected to the use of logging files, which fall under the 

‘Insecure Data’ category

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?
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RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?

This vulnerability occurs when the developer does not 
use protection mechanisms appropriately when 
sharing or saving sensitive information

Exposed to sensitive information
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Insider

Exposed to sensitive information 

Clear text of sensitive information

Frequency of Detection
0 1.000 2.000 3.000 4.000

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?
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Almost 60% of the vulnerabilities found by the tools are 
connected to the use of ‘Expose to sensitive 

information’, which fall under the ’Privacy’ category



Insider

Exposed to sensitive information 

Clear text of sensitive information

Frequency of Detection
0 1.000 2.000 3.000 4.000

RQ2: What are the capabilities of existing automated static analysis tools in terms of 
mobile app analyzability, frequency of detection, and complementarity among them?

Although according to the official documentation, the tool can 
detect each vulnerability on the OWASP top 10. We observed 
a partial mismatch between the documentation and the real 

vulnerability detected
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Almost 60% of the vulnerabilities found by the tools are 
connected to the use of ‘Expose to sensitive 

information’, which fall under the ’Privacy’ category
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Key findings of RQ2 - Frequency
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Key findings of RQ2 - Frequency
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Different tools can detect different security-related concerns with 
different frequencies



Key findings of RQ2 - Frequency

There are vulnerabilities almost never detected by these tools 
(e.g., Improper Access Control)
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Different tools can detect different security-related concerns with 
different frequencies

A deeper analysis of the actual support provided by these tools 
could be necessary



Key findings of RQ2 - Complementarity
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Key findings of RQ2 - Complementarity

AndroBugs and Trueseeing can cover different security-related 
problems, suggesting a sort of complementarity between them  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Key findings of RQ2 - Complementarity

AndroBugs and Trueseeing can cover different security-related 
problems, suggesting a sort of complementarity between them  

Insider can detect only a subset of vulnerabilities also detected by 
Androbug and Trueseeing
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Summing up Future Work
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Manual evaluation of the accuracy of selected static 

analysis tools
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Manual evaluation of the accuracy of selected static 

analysis tools


Expand the study by including other tools (e.g., machine 

learning tools)




Summing up Future Work
Manual evaluation of the accuracy of selected static 

analysis tools


Expand the study by including other tools (e.g., machine 

learning tools)


Expand the dataset to include paid applications

The results obtained indicate that: 

The selected tools can detect 11 high-level vulnerabilities 
categories and 41 low-level ones 

The selected tools only partially cover the top-10 risks by 
OWASP 

Practitioners should combine multiple tools to identify as 
many vulnerabilities as possible
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