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Although the vastness of proposed tools, we noticed
a lack of empirical evaluation on the real capability
of these static analysis tools to detect vulnerabilities
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How did we address the RQs?
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Research Method
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RQ2 - What are the capabilities of existing automated static
analysis tools in terms of mobile app analyzability, frequency of
detection, and complementarity among them?
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OWASP Mobile
Top-10 2016
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Key findings of RQ1 - Vulnerabilities Identified by Tools

Category Tools
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RQ1 - What are the vulnerability types identified by existing
automated static analysis tools for mobile apps?
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Androbugs
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WebView

Developers require an external webpage and
a malicious user could inject malicious code
using JavaScript malicious components
inside the webpage

WebView

Xamarin Blog
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Detect Logging file

Developers could accidentally write
sensitive information in a log file, and an
attacker could identify these information
to try an attack

verifyUsername
0);
S
S

verifyPassword

+ username);

+ password);
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Exposed to sensitive information

Clear text of sensitive information
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Exposed to sensitive information

This vulnerability occurs when the developer does not
use protection mechanisms appropriately when
sharing or saving sensitive information
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Summing up

The results obtained indicate that:
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Summing up
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Future Work

Manual evaluation of the accuracy of selected static

analysis tools

Expand the study by including other tools (e.g., machine

learning tools)

Expand the dataset to include paid applications
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Summing up

The results obtained indicate that:

‘ b The selected tools can detect 11 high - level vulnerabilities categories and 41 low - level ones
. . b The selected tools only partially cover the top 10 vulnerabilities listed by OWASP
b Practitioners should combine multiple tools to identify as many vulnerabilities as possible
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Our replication package is available here:




